


 Be prepared: 
 Tabletop exercises are essential 

A breach is not the time to discover your plan doesn’t 
work. 

• Insist on annual tabletop exercises using real-world 
scenarios. 

• Ensure the exact people who will be involved 
during a crisis are the ones who rehearse it. 

• Align learnings with business continuity and 
recovery plans. 

Practice prevents panic. 

 It's not the CISO’s problem. 
 It’s the Board’s 

Cyber is a strategic business risk, not a technical one. 

• Reject the mindset: “I don’t understand, but IT 
does.” 

• Allocate dedicated Board time to cyber awareness, 
planning and oversight. 

• Own cyber as a leadership team, not a single role. 

Shared ownership equals stronger defence. 

 Don’t ignore supply chain risk
 

Your organisation is only as strong as the least secure 
company you rely on. 

• Demand governance, visibility and assurance from 
your suppliers. 

• Require evidence of technical controls, not just 
promises or policies. 

• Treat third party security as a critical Board level 
risk. 

• Most breaches today come through someone else’s 
vulnerabilities. 

Most breaches today come through someone else’s 
vulnerabilities. 

 Assume you will never have 
 enough resources 

Cyber skills are scarce. Attackers aren't. 

Ensure your IT/security team or provider is using AI 
and automation to keep pace. 
Evaluate partners on their ability to scale, automate 
and respond rapidly. 

The only sustainable defence is augmented, not 
manual.

 Integration matters: 
 Security must �t the business 

Poorly integrated security slows people down, so 
people �nd workarounds.

• Make cyber part of natural business processes, not 
an obstacle. 

• Ensure security is integrated into procurement, 
onboarding, work�ows and approvals. 

If security frustrates people, security fails. 

 Trust nothing at face value: 
 AI is rewriting deception 

With AI, attackers can now impersonate voices, videos 
and emails with ease. 

• Encourage a culture of “pause and verify.” 
• Instantly question unexpected requests, even from 

familiar voices. 
• Have clear failsafes for when someone inevitably 

gets fooled. 

Double-checking is now a survival skill.

Cyber resilience is a board led discipline 

• The organisations that thrive in the AI era will 
be those whose Boards: 

• Ask the right questions 
• Demand clarity 
• Lead a security �rst culture 
• Prepare for crisis before one arrives 
• Recognise Cyber as a strategic business risk 
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